hish

a strategic platform to ensure organization wide cybersecurity awareness & compliance
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Overview

Since we wholeheartedly believe in the ‘better safe than sorry’ motto, we built Drill-phish to present
companies with a wide variety of multilingual tools and techniques that boost cyber security
awareness. These include educational training courses, animated videos, brief slides, interactive
walkthroughs, and explanatory posters/flyers.

Drill-Phish is a cybersecurity awareness platform, fundamentally aims at giving insights

into the awareness levels of an organization’s employees about cybersecurity, and to
increase their awareness using an extensive awareness library.

& Key Vvalues

Ol. Awareness 02. Phishing Simulation
1. Department-Specific Training 1. Phishing Simulation
« Tailored content for each department and role « Targeted phishing campaigns based on user
Executives, Technical teams, and General staff. roles, departments, or risk levels. Pre-built and
customizable templates designed to simulate
2. Role-Based Awareness real-world phishing attacks.
« Specialized modules for Finance, Legal, HR,
Technical Support, IT, and more. 2. Culture-Driven Phishing Templates
 Realistic templates customized for each country
3. Largest Arabic Awareness Library and industry.
« Over 500+ unique Arabic cybersecurity content
Ve 3. Multi-Channel Phishing Campaigns
- Email, QR-code, USB, and HID-based phishing
4. Gamified Learning simulations.
« Leaderboards, points, and competitions to boost
engagement. 4. Easy Reporting
« Employees can easily report suspicious emails,
5. Localized Threat Scenarios and administrators can review all reports in an

« Awareness based on real phishing patterns in fglelnz2e) elekinonalie:

the user’s region.
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) Feature Matrix

Features Value

Campaign types

Al templates

Reporting

Phishing report
plugin

Employees
onboarding

Deployment

Phishing Reporter
Addon

Phishing Reporter
Addon

Tracker enrichments

Content Library

Content Languages

Content Type

Content Target

Phishing Reporter
Addon

Integrations

www.dphish.com

Email with links « QR Code
Email with attachment - USB
SMS « HID

Generate Phishing Template via Al.

CSV, Excel, PDF reports.
Analytics for employees’ interactions with the phishing
campaigns.

Outlook
Gmail

CSV
LDAP
Office 365

Saas (Cloud)
On-Premises

Arabic

English

Saudi Arabia e Jordan
Egypt  Pakistan
Oman e India

Geolocation
Host information (Browser, OS, Device).
Detect VPN usage.

500+ Unique Content

Classic Arabic - Egyptian Dialect
Saudi Dialect - English

Videos - Infographics
Reels - Stories
Slides « Tips

Posters

Executive
Technical (IT, Technical Support, HR, Finance, etc.)
Generic

Exchange
Office365
Gmail

Automatic User Onboarding (Azure AD, On Prem AD/LDAP, etc.)
SSO (Office365, Zoho, SAML, etc.)




& Awareness Managed Service

Enhance your awareness program with Drill-Phish delivered as a fully managed service. Our team
handles the entire process to ensure maximum impact and continuous improvement.

€ Key Values

01. Complete Awareness Framework 02. Tailored Awareness Plan

- A full end-to-end structure covering planning,

« Customized to your organization’s departments,
execution, and measurement.

risks, and learning objectives.

03. Regular Reporting & Review 04. End-to-End Execution

- Scheduled reports and strategic meetings to

« Our experts run the full awareness program on
support data-driven decision-making.

your behalf, ensuring continuous engagement.

05. Behavior & Risk Analysis

- Evaluation of employee behavior and weak points
to assign targeted campaigns and learning paths.
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All-In-One Anti-Phishing Solution

Explore our Products


https://www.dphish.com/

