
Discover-Phish
A unified dashboard that gives security teams full visibility and 

control over every email—internal and external.

Introduction
Discover-Phish is an advanced Phishing Detection and Response platform that analyzes all internal 
and external email traffic.

Powered by dPhish’s pioneering Enriched Object Detection (EOD) methodology, it transforms every 
email into an enriched, actionable object, enabling analysts to create complex detection logic, 
uncover hidden threats, and orchestrate response across the entire security ecosystem.

The Challenge
Phishing is one of the most dominant initial attack vectors in modern cyber incidents. Yet 
most existing solutions fall short — lacking visibility over internal emails, limiting analyst 
control, relying on vendor updates, and offering little in the way of enriched context, 
effective response, or threat hunting capabilities.

dPhish’s Approach
Discover-Phish is built on three core pillars:

01. Unified Visibility
Centralized analysis of all internal, 
external, and reported emails

02. Enriched Object Detection
Enriched email objects enabling 
advanced, multi-condition 
detection

03. Integrated Response
Seamless orchestration across 
security controls to contain threats



Feature Matrix

Features

Detection Engines

Enriched Object 
Detection (EOD)

Multi-Channel

Coverage

Scoping

Response Fabric

Alert Management

Integrations

Deployment Options

Capabilities

Enriched Object Detection 
(Logic rules)

Advanced AI classification engine

YARA signature detection

IOC feeds integration

Transform email into enriched object 

URL inspection

Screenshots & OCR

Code inspection

Content inspection

External emails

Internal emails

Reported emails

Unified dashboard

1-click scoping (graph view)

Campaign relationship mapping

Advanced threat hunting

Advanced query language

Email server integration

Web proxy integration

DNS security integration

Email gateway integration

Orchestrated response actions 
& playbox

Attack recurrence prevention

M TTD & MTTR tracking

Alert status workflow

Alerts-based breakdown

Risk score dashboard

SIE M integration

REST API (SOAR)

LDAP / Active Directory

Single Sign On (SSO)

W eb Proxy

Email Gateway

DNS Security

SaaS (Cloud) On- Premises

Why Discover?
Discover is a new level of anti-phishing that provides a full set of new and required features

02. Analyst-driven advanced

multi-condition detection logic

(no vendor dependency).

01. Not limited to gateway-level

detection.

03. Full visibility across internal, external,

and reported emails. 

04. Detection + Response + Hunting

in one platform.



Key Values

01. AI-Powered Threat Detection 02. Multi-Channel
A robust, multilingual AI engine trained on large-

scale email threat datasets to identify 
sophisticated phishing and emerging threats.

All internal, external, and reported emails are 
centralized and categorized within a single unified 
dashboard.

03. Response Fabric 04. Advanced Query Language
Seamlessly integrates existing security solutions, 

including email servers, web proxies, DNS security, 
and email gateways, to orchestrate response 
actions and prevent attack recurrence across 
multiple vectors.

Discover-Phish provides a powerful query 
language over enriched objects, supporting 
complex searches, correlations, and aggregations 
for advanced threat analysis.

05. High Detection Efficiency 06. 1-Click Scoping (Graph View)
Po wered by an advanced AI engine, an enriched 

object detection methodology, and extensive 
threat signatures to ensure high detection 
accuracy.

With a single click,  analysts can scope attacks 
and identify related campaigns by leveraging 
similarities and relationships across analyzed 
emails.

07. Enriched Object Detection
P ioneering dPhish methodology where each 
email is transformed into an enriched object 
containing deep contextual data, such as 
attachment content (including embedded 
scripts), analysis of files within compressed 
archives, and URL intelligence (code inspection, 
screenshots, OCR, and more). This enables 
analysts to easily search, correlate, and build 
advanced detection use cases across all email 
components.
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